# HEC - Cisco ACL list.

# cisco has a default "deny all"

· qos default routed disposition deny

# Service Port Definitions

# FTP-DATA=   tcp port 20  / policy service FTP-DATA   protocol 6 destination ip port 20

# FTP=        tcp port 21  / policy service FTP        protocol 6 destination ip port 21
# SSH=        tcp port 22  / policy service SSH        protocol 6 destination ip port 22
# TELNET=     tcp port 23  / policy service TELNET     protocol 6 destination ip port 23
#             tcp port 24  / policy service 24t        protocol 6 destination ip port 24

# SMTP=       tcp port 25  / policy service SMTP       protocol 6 destination ip port 25
#             tcp port 26  / policy service 26t        protocol 6 destination ip port 26

#             tcp port 27  / policy service 27t        protocol 6 destination ip port 27

#             tcp port 28  / policy service 28t        protocol 6 destination ip port 28

#             tcp port 29  / policy service 29t        protocol 6 destination ip port 29

#             tcp port 30  / policy service 30t        protocol 6 destination ip port 30

# MSG-AUTH=   tcp port 31  / policy service MSG-AUTH   protocol 6 destination ip port 31
# RE-MAIL-CK= tcp port 50  / policy service RE-MAIL-CK protocol 6 destination ip port 50
# LA-MAINT=   tcp port 51  / policy service LA-MAINT   protocol 6 destination ip port 51
# FINGER=     tcp port 79  / policy service FINGER     protocol 6 destination ip port 79
# HTTP-WWW=   tcp port 80  / policy service HTTP-WWW   protocol 6 destination ip port 80
# POP3=       tcp port 110 / policy service POP3       protocol 6 destination ip port 110
# NNTP=       tcp port 119 / policy service NNTP       protocol 6 destination ip port 119
# IMAP=       tcp port 143 / policy service IMAP       protocol 6 destination ip port 143
# Z39.50-t=   tcp port 210 / policy service Z39.50-t   protocol 6 destination ip port 210
# IMAP3=      tcp port 220 / policy service IMAP3      protocol 6 destination ip port 220
# ASA=        tcp port 386 / policy service ASA        protocol 6 destination ip port 386
# LDAP=       tcp port 389 / policy service LDAP       protocol 6 destination ip port 389
# HTTPS=      tcp port 443 / policy service HTTPS      protocol 6 destination ip port 443
# EXEC=       tcp port 512 / policy service EXEC       protocol 6 destination ip port 512
#     =       tcp port 513 / policy service 513        protocol 6 destination ip port 513
# CMD=        tcp port 514 / policy service CMD        protocol 6 destination ip port 514

#     =       tcp port 515 / policy service 515        protocol 6 destination ip port 515
#     =       tcp port 516 / policy service 516        protocol 6 destination ip port 516
#     =       tcp port 517 / policy service 517        protocol 6 destination ip port 517
#     =       tcp port 518 / policy service 518        protocol 6 destination ip port 518
#     =       tcp port 519 / policy service 519        protocol 6 destination ip port 519
#     =       tcp port 520 / policy service 520        protocol 6 destination ip port 520
#     =       tcp port 521 / policy service 521        protocol 6 destination ip port 521
# ULP=        tcp port 522 / policy service ULP        protocol 6 destination ip port 522
# UUCP-t=     tcp port 540 / policy service UUCP-t     protocol 6 destination ip port 540
# LDAP-SSL=   tcp port 636 / policy service LDAP-SSL   protocol 6 destination ip port 636
# X11-ADM=    tcp port 6000/ policy service 6000t      protocol 6 destination ip port 6000
# X11-ADM=    tcp port 6001/ policy service 6001t      protocol 6 destination ip port 6001
# X11-ADM=    tcp port 6002/ policy service 6002t      protocol 6 destination ip port 6002
# X11-ADM=    tcp port 6003/ policy service 6003t      protocol 6 destination ip port 6003
# X11-ADM=    tcp port 6004/ policy service 6004t      protocol 6 destination ip port 6004

# X11-ADM=    tcp port 6005/ policy service 6005t      protocol 6 destination ip port 6005
# HTTP-ALT=   tcp port 8082/ policy service HTTP-ALT   protocol 6 destination ip port 8082

#             udp port 20  / policy service 20u        protocol 17 destination ip port 20

#             udp port 21  / policy service 21u        protocol 17 destination ip port 21

#             udp port 22  / policy service 22u        protocol 17 destination ip port 22

#             udp port 23  / policy service 23u        protocol 17 destination ip port 23

#             udp port 24  / policy service 24u        protocol 17 destination ip port 24

#             udp port 25  / policy service 25u        protocol 17 destination ip port 25

#             udp port 26  / policy service 26u        protocol 17 destination ip port 26

#             udp port 27  / policy service 27u        protocol 17 destination ip port 27

#             udp port 28  / policy service 28u        protocol 17 destination ip port 28

#             udp port 29  / policy service 29u        protocol 17 destination ip port 29

#             udp port 30  / policy service 30u        protocol 17 destination ip port 30

#             udp port 31  / policy service 31u        protocol 17 destination ip port 31

# Z39.50-u=   udp port 210 / policy service Z39.50-u   protocol 17 destination ip port 210
# ISAKMP=     udp port 500 / policy service ISAKMP     protocol 17 destination ip port 500
# BIFF=       udp port 512 / policy service BIFF       protocol 17 destination ip port 512
# UUCP-u=     udp port 540 / policy service UUCP-u     protocol 17 destination ip port 540

# X11-ADM=    udp port 6000/ policy service 6000u      protocol 17 destination ip port 6000
# X11-ADM=    udp port 6001/ policy service 6001u      protocol 17 destination ip port 6001
# X11-ADM=    udp port 6002/ policy service 6002u      protocol 17 destination ip port 6002
# X11-ADM=    udp port 6003/ policy service 6003u      protocol 17 destination ip port 6003
# X11-ADM=    udp port 6004/ policy service 6004u      protocol 17 destination ip port 6004

# X11-ADM=    udp port 6005/ policy service 6005u      protocol 17 destination ip port 6005
# Service Port Groups

policy service group 6000-6005      6005t 6004t 6003t 6002t 6001t 6000t 6005u 6004u 6003u 6002u 6001u 6000u

policy service group UUCP
      UUCP-t UUCP-u

policy service group BASE-PORTS     SMTP POP3 IMAP IMAP3 LDAP-SSL

policy service group NETWORK-BASIC  HTTP-WWW FTP-DATA FTP RE-MAIL-CK LA-MAINT ISAKMP ULP

policy service group Z39.50         Z39.50-u Z39.50-t

policy service group P20-31         FTP-DATA FTP SSH TELNET 24t SMTP 26t 27t 28t 29t 30t MSG-AUTH

# Service Network HOSTS Groups

policy network group ASA-HOSTS      10.255.1.32 10.255.1.38 10.255.1.39

policy network group HOST-14        10.255.1.14

policy network group HOST-17        10.255.1.17

policy network group HOST-31        10.255.1.31

policy network group HOST-37        10.255.1.37

policy network group HOST-50        10.255.1.50

policy network group HOST-185       10.255.1.185

policy network group HOSTS-d        10.255.1.18 10.255.1.19 10.255.1.27 10.255.1.33

policy network group HOSTS-p        10.255.1.10 10.255.1.73 10.255.1.191 10.255.4.251 10.255.24.225 10.255.244.30

policy network group HTTPS-HOSTS    10.255.1.18 10.255.1.19 10.255.1.178

policy network group IMAP-HOSTS     10.255.1.32 10.255.1.37 10.255.1.38 10.255.1.39

policy network group IMAP3-HOSTS    10.255.1.32 10.255.1.37 10.255.1.38 10.255.1.39

policy network group SSL-HOSTS      10.255.1.32 10.255.1.37 10.255.1.38 10.255.1.39

policy network group NNTP-HOSTS     10.255.1.37 10.255.1.38

policy network group POP3-HOSTS     10.255.1.32 10.255.1.37 10.255.1.38 10.255.1.39

policy network grout P20-31-HOSTS   10.255.1.173 10.255.1.178
policy network group SMTP-HOSTS     10.255.1.32 10.255.1.37 10.255.1.38 10.255.1.39

policy network group TELNET-HOSTS   10.255.1.14 10.255.1.17 10.255.1.76 10.255.1.177 

policy network group TELNET-HOSTS-2 10.255.1.31 10.255.1.185

policy network group UUCP-HOSTS     192.101.103.15 192.139.168.151

# Service Network HOSTS Groups

policy network group NET132.211    10.255.0.0 mask 255.255.0.0
# Condition: Destination Network Group + Service Group

policy condition HOSTS-d            destination network group HOSTS-d
policy condition HOSTS-p            destination network group HOSTS-p

policy condition HTTP-ALT           destination network group HOST-17      service HTTP-ALT
policy condition HTTP               destination network group HOST-50      service HTTP-WWW

policy condition SSH-HOST           destination network group HOST-14      service SSH

policy condition ASA-HOSTS          destination network group ASA-HOSTS    service ASA
policy condition FINGER-HOSTS       destination network group HOST-37      service FINGER
policy condition HTTPS              destination network group HTTPS-HOSTS  service HTTPS
policy condition IMAP-HOSTS         destination network group IMAP-HOSTS   service IMAP
policy condition IMAP3-HOSTS        destination network group IMAP3-HOSTS  service IMAP3
policy condition LDAP-HOSTS         destination network group HOST-37      service LDAP
policy condition LDAP-SSL-HOSTS     destination network group SSL-HOSTS    service LDAP-SSL
policy condition NNTP-HOSTS         destination network group NNTP-HOSTS   service NNTP
policy condition POP3-HOSTS         destination network group POP3-HOSTS   service POP3
policy condition SMTP-HOSTS         destination network group SMTP-HOSTS   service SMTP

policy condition TELNET-HOSTS       destination network group TELNET-HOSTS service TELNET

policy condition PORTS-20-31        destination network group P20-31-HOSTS service group P20-31
policy condition Z39.50-HOSTS       destination network group HOST-17      service group Z39.50
policy condition 6000-6005          destination network group NET132.211   service group 6000-6005
policy condition NET-to-PORTS       destination network group NET132.211   service group BASE-PORTS
# Condition: Source + Destination + Service Port

policy condition CMD-HOST           source ip 192.168.10.105 destination ip 10.255.1.31   service CMD

policy condition TELNET-1.31        source ip 192.168.10.105 destination ip 10.255.1.31   service TELNET
policy condition TELNET-1.185       source ip 132.204.100.127 destination ip 10.255.1.185  service TELNET

policy condition SSH-HOST-1.185     source ip 132.204.100.127 destination ip 10.255.1.185  service SSH

policy condition UUCP-HOSTS         source network group UUCP-HOSTS destination ip 10.255.10.111 service group UUCP
# Condition: Source Group + Destination Group

policy condition NET-to-NET source network group NET132.211 destination network group NET132.211

# Actions

policy action Permit

policy action Deny disposition deny

# Deny Rules

deny   ip   10.255.0.0 0.0.255.255 10.255.0.0 0.0.255.255

policy rule DENY-BRIDGED-132.211 condition NET-to-NET action Deny
deny   ip   any host 10.255.1.18

deny   ip   any host 10.255.1.19

deny   ip   any host 10.255.1.27

deny   ip   any host 10.255.1.33

policy rule DENY-IP-ANY-HOST condition HOSTS-d action Deny
deny   tcp  any host 10.255.1.50 eq 80

policy rule DENY-HTTP condition HTTP action Deny
deny   tcp  any host 10.255.1.17 eq 8082

policy rule DENY-IP-HOSTS-ANY condition HTTP-ALT action Deny
deny   tcp  any 10.255.0.0 0.0.255.255 range 6000 6005

deny   udp  any 10.255.0.0 0.0.255.255 range 6000 6005

policy rule RANGE-6000-6005 condition 6000-6005 action Deny
# Permit Rules

permit tcp  any 10.255.0.0 0.0.255.255 eq 20
permit tcp  any 10.255.0.0 0.0.255.255 eq 21

permit tcp  any 10.255.0.0 0.0.255.255 eq 50 

permit tcp  any 10.255.0.0 0.0.255.255 eq 51

permit tcp  any 10.255.0.0 0.0.255.255 eq 80
permit tcp  any 10.255.0.0 0.0.255.255 eq 522

permit udp  any 10.255.0.0 0.0.255.255 eq 500
policy rule PERMIT-NETPORTS condition NET-to-PORTS action Permit
permit tcp  any host 10.255.1.14  eq 22

policy rule PERMIT-SSH condition SSH-HOST action Permit

permit tcp  host 132.204.100.127 host 10.255.1.185  eq 22

policy rule PERMIT-SSH-1.185 condition SSH-HOST-1.185 action Permit

permit tcp  any host 10.255.1.14  eq 23
permit tcp  any host 10.255.1.17  eq 23
permit tcp  any host 10.255.1.76  eq 23
permit tcp  any host 10.255.1.177 eq 23
policy rule PERMIT-TELNET-HOST condition TELNET-HOSTS action Permit

permit tcp  host 192.168.10.105 host 10.255.1.31   eq 23
policy rule PERMIT-TELNET-1.31 condition TELNET-1.31 action Permit

permit tcp  host 132.204.100.127 host 10.255.1.185  eq 23

policy rule PERMIT-TELNET-1.185 condition TELNET-1.185 action Permit
permit tcp  any host 10.255.1.37  eq 79

policy rule PERMIT-FINGER condition FINGER-HOSTS action Permit
permit tcp  any host 10.255.1.37  eq 119
permit tcp  any host 10.255.1.38  eq 119

policy rule PERMIT-NNTP condition NNTP-HOSTS action Permit
permit tcp  any host 10.255.1.17  eq 210

permit udp  any host 10.255.1.17  eq 210

policy rule PERMIT-Z39.50 condition Z39.50-HOSTS action Permit
permit tcp  any host 10.255.1.32  eq 386
permit tcp  any host 10.255.1.38  eq 386
permit tcp  any host 10.255.1.39  eq 386
policy rule PERMIT-ASA condition ASA-HOSTS action Permit
permit tcp  any host 10.255.1.37  eq 389

policy rule PERMIT-LDAP condition LDAP-HOSTS action Permit
permit tcp  any host 10.255.1.18  eq 443

permit tcp  any host 10.255.1.19  eq 443

permit tcp  any host 10.255.1.178 eq 443

policy rule PERMIT-HTTPS condition HTTPS action Permit

permit tcp  any host 10.255.1.32  eq 25

permit tcp  any host 10.255.1.37  eq 25
permit tcp  any host 10.255.1.38  eq 25
permit tcp  any host 10.255.1.39  eq 25
policy rule PERMIT-SMTP condition SMTP-HOSTS action Permit
permit tcp  any host 10.255.1.32  eq 110
permit tcp  any host 10.255.1.37  eq 110
permit tcp  any host 10.255.1.38  eq 110
permit tcp  any host 10.255.1.39  eq 110
permit tcp  any host 10.255.1.183 eq 110
policy rule PERMIT-POP3 condition POP3-HOSTS action Permit

permit tcp  any host 10.255.1.32  eq 143

permit tcp  any host 10.255.1.37  eq 143

permit tcp  any host 10.255.1.38  eq 143

permit tcp  any host 10.255.1.39  eq 143

permit tcp  any host 10.255.1.183 eq 143

policy rule PERMIT-IMAP condition IMAP-HOSTS action Permit
permit tcp  any host 10.255.1.32  eq 220

permit tcp  any host 10.255.1.37  eq 220

permit tcp  any host 10.255.1.38  eq 220

permit tcp  any host 10.255.1.39  eq 220

permit tcp  any host 10.255.1.183 eq 220

policy rule PERMIT-IMAP3 condition IMAP3-HOSTS action Permit
permit tcp  any host 10.255.1.32  eq 636

permit tcp  any host 10.255.1.37  eq 636

permit tcp  any host 10.255.1.38  eq 636

permit tcp  any host 10.255.1.39  eq 636

policy rule PERMIT-LDAP-SSL condition LDAP-SSL-HOSTS action Permit
permit tcp  any host 10.255.1.173 range 20 31

permit tcp  any host 10.255.1.178 range 20 31

policy rule PERMIT-20-31 condition PORTS-20-31 action Permit
permit tcp  any host 10.255.1.183 range 20 25
policy rule PERMIT-20-25 condition PORTS-20-25 action Permit
permit tcp  host 192.168.10.105 host 10.255.1.31   eq 514
policy rule PERMIT-CMD condition CMD-HOST action Permit
permit tcp  host 204.101.103.15  host 10.255.10.111 eq 540

permit tcp  host 207.139.168.151 host 10.255.10.111 eq 540

permit udp  host 207.139.168.151 host 10.255.10.111 eq 540

policy rule PERMIT-UUCP condition UUCP-HOSTS action Permit
permit tcp  host 207.139.168.151 host 10.255.10.111 range 20 23 
permit tcp  host 207.139.168.151 host 10.255.10.111 range 512 539
permit udp  host 207.139.168.151 host 10.255.10.111 range 512 539

# HOSTS-p

permit ip   any host 10.255.1.10

permit ip   any host 10.255.1.73

permit ip   any host 10.255.1.191

permit ip   any host 10.255.4.251

permit ip   any host 10.255.24.225

permit ip   any host 10.255.244.30

policy rule PERMIT-IP-HOSTS-ANY condition HOSTS-p action Permit
# Can’t Do, because of range.
permit tcp  any 10.255.0.0 0.0.255.255 gt 1023

permit udp  any 10.255.0.0 0.0.255.255 gt 1023

# Can’t do, because we can only do ip protocol 6 (tcp) & 17 (udp)

permit ahp  any any

permit esp  any any

permit icmp any 10.255.0.0 0.0.255.255

# OSPF is permit by definition not necessary

permit ospf any any

